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Preamble
Basing on decisions taken by the WG2 during the last two meetings, the one in Catania in September 2019, and the one held virtually in June 2020, the working group tried to push forward the possibilities to involve the end users by considering the multi-modal imagining approach as main deliverable of the action.

Considering the fact that COVID-19 virus prevented from by in contact as we have planned to do, following the main results of our action in respect of the main deliverable.

Introduction
In order to improve the effectiveness of our activities in the Action, focusing on the main goals of it in terms of deliverables, we tried to involve the end users. In fact, they will be the actual users of the solutions and techniques we implement, and they can provide feedback and insight that researchers and developers can not know or foresee.

To this purpose, we prepared an online  form with questions proposed by the members of the consortium for more than 9 months. The form has been then sent to various law enforcement institutions in the EU.
However, only 5 responses have been obtained.
In the following we present the results obtained.

Of these five responses, four come from Ukraine and one from Slovakia. The users who filled the form are from different units, from police officer to the head of IT and Analytic Support Department.

[image: Forms response chart. Question title: Institution. Number of responses: 5 responses.]
[image: Forms response chart. Question title: Position in the organization. Number of responses: 5 responses.]


[bookmark: _hycxw2z3n3ui]Video Surveillance
All the users use CCTV or IP cameras, no one uses embedded devices as acquisition devices.
[image: Forms response chart. Question title: What acquisition device do you use to capture videos/still images? Select one or more choices:. Number of responses: 5 responses.]
For the video codec, the most used are h264 and h265, while for the file format avi and mp4 are the most used, with one user using also mov.


[image: ]
[image: Forms response chart. Question title: Specify the video file format (for example avi, mp4, mov, mkv). Number of responses: 4 responses.]
Regarding the resolution, two users acquire videos at 3Mpx, while another one uses both HD (720p) and Full HD (1080p) videos. This is good, since the effectiveness of the algorithm is better with high-resolution images.

[image: Forms response chart. Question title: Specify the video resolution (in pixels):. Number of responses: 3 responses.]
For the still images, the most used format is jpg, with two users acquiring also in raw and one users acquiring various kinds of image formats.
[image: Forms response chart. Question title: Specify the image format/encoding (for example jpeg, png, bitmap, gif, raw). Number of responses: 5 responses.]


[bookmark: _usi0wd4fqzxp]Face Recognition
All users acquire frontal, profile and infrared images of the face
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[image: Forms response chart. Question title: Do you acquire profile images of the face?. Number of responses: 5 responses.]
[image: Forms response chart. Question title: Do you acquire infrared images of the face?. Number of responses: 5 responses.]
Two users also acquire dynamic images of the face, while one user also acquires the whole figure of the person.
[image: Forms response chart. Question title: Do you acquire any other type of face image (in case please specify which kind)?. Number of responses: 5 responses.]
The majority of users work with medium-resolution face images, with two users also working with low-resolution face images. Of course, the bigger the face, the better the face recognition accuracy.

[image: Forms response chart. Question title: Please specify the size of faces you normally work with (in pixels). Number of responses: 4 responses.]
[bookmark: _cy72muomca7k]Fingerprints
Four users also acquire fingerprints. In particular, two users only acquire digital version of fingerprints, one user only acquires analytical version of fingerprints (cards) and one user acquires both of them.
[image: Forms response chart. Question title: Do you collect digital images or cards (so not digital) about fingerprints?. Number of responses: 5 responses.]
Four users acquire fingerprints of the whole hand, while one user acquires individual fingerprints.
[image: Forms response chart. Question title: Do you collect images/cards of all the hand or of individual fingers?. Number of responses: 5 responses.]
[bookmark: _448orqfq47pl]Image Analysis
Regarding the analysis of the acquired images, two users perform the analysis manually, one user only relies on software, and three users adopt a semi automatic approach, partially manually and partially with software support.
[image: ]
Three users exploit commercial softwares like Dacto2000 or FindFace, while one user adopts an internally-developed software. No one uses open-source software.
[image: Forms response chart. Question title: In case you use a software, can you please specify which software?. Number of responses: 4 responses.]

Only two users follow ENFSI forensic guidelines and have personnel with special training.
[image: Forms response chart. Question title: Do you follow ENFSI forensic guidelines (http://enfsi.eu/documents/forensic-guidelines/)?. Number of responses: 5 responses.]
[image: Forms response chart. Question title: Do the personnel who analyze the images have special training?. Number of responses: 5 responses.]
Four users need special approval or certification to implement a software. Of these, only two users specified that they need a Software validation card.[image: Forms response chart. Question title: Do you need special approval or certification to implement a software in your routine work?. Number of responses: 5 responses.]


Finally, three users use special equipment for the data acquisition process. Of these, two use RUVIS (Reflective Ultra Violet Imaging Systems) and one uses an infra-red camera.


[bookmark: _2e3q7wymnwqj]Flowchart for Intrusion Detection software
In the following we present a flowchart prepared for describing the intrusion detection software that we implemented last year for the COST Action.
It is composed of two different phases: the offline training and the run-time surveillance.
In the offline training, the persons authorized to enter the monitored environment are added to the system. To do this, we acquire 10 images of the face of each authorized person, that possibly capture different facial expressions, different head rotations and poses. From these images we extract some visual information by using a deep neural network (we call this deep features) and we assign a label to that person. We then bound the label to the deep features extracted and we store them into the authorized persons archive. This archive is then deployed into the system to be used at run time.

At run time, each frame of the analyzed video stream is processed as follows. First, a face detection algorithm is executed; if no face is detected, the process ends and the next frame is processed. If at least a face is detected, the deep feature from each face is extracted by using the same deep neural network used in the training phase. With each deep feature extracted, a similarity search is performed with the authorized persons archive; if a match is found, it means that the person was authorized to enter and no further action is required. If no match is found, that person was not authorized to enter, so a notification of unauthorized access is raised and an alarm is sent to the security supervisor.
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Specify the image format/encoding (for example jpeg, png, bitmap, gif, raw)
5 responses

2 2 (40%)

1 (20%) 1 (20%) 1 (20%)

jpeg jpeg jpeg, raw various




image9.png
Do you acquire frontal images of the face?
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Do you acquire profile images of the face?
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Do you acquire infrared images of the face?
5 responses

@ Yes
® No





image12.png
Do you acquire any other type of face image (in case please specify which kind)?
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Do you collect digital images or cards (so not digital) about fingerprints?
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Do you collect images/cards of all the hand or of individual fingers?
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How do you currently analyse acquired images (either for face or for fingerprints)
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In case you use a software, can you please specify which software?
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Do you follow ENFSI forensic guidelines (http://enfsi.eu/documents/forensic-guidelines/)?
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Do the personnel who analyze the images have special training?
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Do you need special approval or certification to implement a software in your routine work?
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Institution
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Position in the organization
5 responses

2 (40%)

1 (20%) 1 (20%) 1 (20%)

0
Head of IT & Analytic Support Department deputy of the computer forensic lab

Special Agent police officer




image4.png
What acquisition device do you use to capture videos/still images? Select one or more choices:
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Specify the video encoding (for example mjpeg, mpeg2, mpeg4, avc, h264, h265):
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Specify the video file format (for example avi, mp4, mov, mkv)
4 responses

2 2 (50%)

1 (25%) 1 (25%)

avi, mp4 mp4, mov various




